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Web 3 makes it possible for individuals to mint non-fungible tokens to sell their artworks on online markets like
OpenSea (above) or trade cryptocurrencies like Bitcoin. PHOTO: REUTERS

Tech

Web 3, new version
of Internet, promises
greater data privacy

It touts change but there are drawbacks
such as higher costs and security concerns

. plaguingusers today.

Natalie Pang Web 3involvesapplications

and Goh EngHan premised onanew model of data
ownership and control by users. It
isbuilton ,a

For The Straits Times transparent ledgerona

distributed network where users
have more control over how their

m the datathatis, genented about
youbased on your o
activities? The answer may be
foundinan epiphany from the
documentary The Social
Dilemma: “If youare not paying
for the product, then youare the
product”. Butanew version of the
Internet, dubbed Web 3, promises
change, and perhaps for the
better.

The Web that we know now has
comealong way. Inthe 1990s, the
Web consisted mostly of

datais collected and monetised.

Web 3makesit possible for
individuals to mint non-fungible
tokens (NFTs) tosell their
artworks on online marketslike
OpenSea,or trade
cryptocurrencies like Bitcoin
using smart contracts whichare
self-executing computer
programs.

rather than ona company’s
centralised data centre. These
costsare passed on tousers. Gas
fees canbe as muchas 40 per cent
ofthevalue ofa transaction.
Second, Web3 isnot necessarily
moresecure. DAOs can be hacked
ifthereare security vulnerabilities
inthe smart contracts, essentially
computer programs. For instance,
one such organisation which
calleditself The DAOlost US$50
million (S$70 million) three
monthsafter its 2016 launch to
hackers who exploitedaloophole
initssmart contracts. Most
investors recovered their funds
but only afterasignificant change
totheblockchain was made.
Cryptocurrencyisalso
vulnerable to scams and phishing
attempts, especially whenit is
storedin “hot” wallets which are

Bitcoin tradingis c
early form ofa I)ecemmlised

tothe
Internet. D:sconnectedwallers
Hasa ack,

DAO),
amember-owned community
without.

Critics havc pomtcd out that the

organisat iding content,

of DAOsis

withlimited i ty. In1999,
Web 2.0 was coined to describe
s .

asitopensup the
posslblhtyofpmftmg[he

nature of Web 3 may
goagainstprivacy. Evenif
transactionsare pseudonymised,
itmay stillbe possnblem extract

the of
applications characterised by

directly through
transparencyand the

fusers from

metadataand(henrtransacnonal

ontent include:

fall

dataon hereare

Wikipedia, video-streaming site
YouTube, andsocial networks
suchas Facebookand Instagram.

The escalatingamount of
Internet users’ datagenerated
online hasled toincreasing
privacy concerns. Governments
and lawmakers around the world
have responded to such concerns
inrecentyears.

InJanuary 2020, the Norwegian
Consumer Council published
findings about how various apps
collected, usedand shared
sensitive information about their
userssuchaslocations, dating
choices, sexual orientation,

Thereare many types of DAOs,
reflecting the varied

limited ways to address this
shoncommgassolunonsto
digitalidentities in Web 3

different groups. You mighthave
heard of Pleasr,a DAO on Twitter
focused on buying NFTs thatare
“culturallysignificant” and
support charitable causes. Other
DAOs focus on social networking,
suchas Friends with Benefits.
Thereare some drawbacks.
First, Web 3 projectswill incur
higher operating and transaction
costs - termedas gas feesand
commissions payable to platforms
—astheyrun on users’devices

Web 3involves

ethnicityand i
More recently in ]anuarythxsyear
multiple states in the United
States have filed lawsuits against
Google for allegedly engaging in
deceptive location data collection
practices. The lawsuit is still
ongoing, but the company has
responded that the allegations
werebased onoutdated
understandings of their features.
How didwe endup thisway? An

pi
anewmodel of data
ownershipand control by
users. It is bu:lt on

arestillemerging.

Finally, decentralised
governance existsasa conceptat
best. Inreality, people witha
significant share of ablockchain’s
tokens, suchas Web 3 project
founders, have the controlling
vote over most decisions. This
came toa head when the Juno
blockchain community voted to
confiscate tokens from a user who
was suspected of using his large
number of tokens, invested on
behalfofa community of
individuals, to claim more new
tokens than he was entitled to.

Itis, thus, not surprising that
techveteran Bill Gates recently
blasted cryptocurrencyand NFTs
as“100 per cent based on greater
fool theory”, where prices increase
based on whether or not people

parent
ledgerona dlstrlbuted
network where users have
more control over how

“greater fool”.
Nevertheless, DAOs offeran
opportunity to rethink how
Internetusers can organise
themselvesand engage with one

theirdataiscoll dand

oft-heard r eagreed
tothe terms ofuse when we
downloaded anapp or signed up
foraWeb service. But beyond user
consent, italsoreflectsthe
principles of Web2.0 - one of
collaboration and sharing.

The principles governing the
nextversion of the Internet,
known as Web 3, may offera way
toaddress some of theissues

another dil New busine:
models may spawn. But these
things do not happen overnight.
They start from users first
understanding how Web 3
projects operate.

* DrNatalie Pang is senior lecturer
and deputy head at the National
University of Singapore's
department of communications and
new media. Goh Eng Hanis alegal
executive at Resource Law.
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